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Abstract 
 

With the rapid adoption of cloud computing, organizations increasingly rely on cloud storage for managing sensitive data, such as healthcare 
records. However, healthcare data management in cloud environments faces significant security challenges, including unauthorized access, data 
breaches and privacy risks. To address these challenges, this work presents to protect sensitive patient information in the cloud from 
unauthorized access, cyber threats, and data breaches while enabling secure retrieval and processing for healthcare applications. Healthcare data 
is gathered from multi-speciality hospitals. This data undergoes key generation using Hash-based Message Authentication Code-based Key 
Derivation Function to produce a secure cryptographic approach to derive encryption keys. Following this, end-to-end encryption using 
Advanced Encryption Standard in Galois/Counter Mode ensures confidentiality, protecting data from unauthorized access. The encrypted data is 
then stored in a secure cloud environment, where it remains protected from external threats. To facilitate controlled access, Zero Trust 
Architecture and access control mechanisms authenticate users and grant permissions based on strict security policies. When a verified user 
requests access, the system enforces fine-grained access control, ensuring that only authorized individuals retrieve decrypted information. 
Finally, the entire process ensures privacy-preserving data sharing, allowing healthcare professionals to securely access and share data without 
compromising security or compliance. Results demonstrate that key generation time increases from 0.5 ms (128-bit) to 6.0 ms (1024-bit), while 
security strength improves from 60% to 99.5% as the key size increases. Additionally, data upload performance analysis shows cloud 
transmission time dominates total upload time, reaching 30 seconds for 500 MB files. The proposed approach enhances security, scalability and 
efficiency, ensuring robust protection for cloud-stored healthcare data. 
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INTRODUCTION 

 
Cloud-enabled e-healthcare services have recently changed 
medical practice by providing virtual diagnosis, patient 
monitoring and smooth access to Electronic Health Records 
(EHRs)[1]. To store and manage healthcare data, cloud 
computing offers a very scalable solution, cost efficiency and 
high availability [2]. It would maximize the collaborative work 
of doctors, nurses, patients and even insurance providers all 
towards improving health care delivery [3]. Such an 
improvement can be attributed to integrating IoT-based 
medical devices, telemedicine and AI-driven analytics into 
patient care [4]. However, the increasing digitization of 
healthcare has exposed the system to greater safety and privacy 
threats with susceptible patient data that travel through the 
public network [5]. The defense of a strong, secured and 
privacy-preserving mechanism for healthcare data 
management could not be considered more important at any 
time than now [6]. In 2024, a hybrid cryptographic security 
algorithm was developed that combines AES, RSA, ECC, and 
homomorphic encryption to ensure secure, efficient mobile 
data transmission and storage in cloud environments. As 
presented by Chetlapalli et al. 2024 [7], the study emphasized 
the benefits of using multiple encryption algorithms in tandem 
to improve security without sacrificing performance, a concept 
that shaped the cryptographic techniques applied in the 
proposed cloud healthcare system. It follows, then, that secure 
data storage, transmission and access control are some of the 
major challenges modern e-healthcare services face [8]. The 
rising trend in cloud-based healthcare continues to be driven 
by several factors, including demand for remote healthcare 
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services, increased telemedicine activities and frustration with 
the manual process of managing patient data. Moreover, the 
COVID-19 pandemic sped up this wave, necessitating digital 
options for the remote consultation and sharing of medical 
data[9]. Countries, including the US and those in Europe, put 
into effect regulations that impose tough security mandates to 
safeguard data, such as creating a HIPAA and GDPR 
environment, to whet the appetite of the health providers to 
adopt secure cloud solutions[10]. The overreliance on cloud 
services is a burden that exposes even healthcare data to 
things, such as unauthorized access, data breaches, insider 
threats and cyber attacks [11]. These weaknesses bring out the 
need for advanced security frameworks for data 
confidentiality, integrity and controlled access under the most 
effective cloud-based healthcare scenario [12]. Traditional 
security methods, such as password-based authentication, static 
encryption techniques and centralized key management, do not 
provide adequate security for modern cyber threats [13]. These 
conventional approaches can potentially lead to data breaches, 
identity theft and unauthorized modifications that compromise 
the privacy of patients[14]. Besides, role-based access control 
(RBAC) models often do not provide the flexibility needed in 
today's dynamic healthcare environments[15]. An additional 
drawback for RBAC is that with extremely static authorization 
policies, inconsistent data access policies may exist[16]. Static 
encryption keys also create vulnerabilities that can be exploited 
by attack methods that employ old cryptographic mechanisms 
[17]. The absence of end-to-end encryption and multi-layered 
security makes healthcare data susceptible to attack with man-
in-the-middle (MITM), eavesdropping, or ransom ware threats. 
This warrants the necessity for an advanced, lightweight, 
scalable security framework to tackle these issues and improve 
data privacy for the cloud-based E-healthcare services. The 



paper is structured as follows: Section 2 reviews existing 
solutions and their limitations. Section 3 details the 
methodology of the study. Section 4 presents theresults, 
followed by Section 5 concludes the paper. 
 
LITERATURE SURVEY 
 
With point cloud learning for new framework transforming 
architecture, it has now come up with several solutions 
regarding the specific issues of irregular and absence order 
characteristics due to the nature of the data obtained from point 
clouds [18]. PCT further condenses sequences of points into a 
permutation that could thus help farthest point sampling and 
nearest neighbor search in augmenting the capturing from local 
contexts [19]. Bobba et al. (2024) [20] introduce a dual 
approach combining SE-PSO-enhanced Sigmoid-LeCun 
Temporal Convolutional Networks for ransom ware detection 
and Attribute-Based K-Anonymity for data anonymization. 
Sparked by these insights, the proposed method merges 
dynamic detection strategies to secure healthcare data in cloud 
environments, enhancing both security and efficiency while 
minimizing false alarms. Another downside to PCT is that, 
while it gives poser to the state-of-art results in object shape 
classification and segmentation, it is computationally 
expensive and hence cannot be scaled to larger point cloud 
datasets. Interesting news is that changes have taken place so 
fast that from the original idea of an internetwork service that 
could be leased to ISPs; it gained its identity as a public utility, 
accepted by major corporations, large institutions and most 
government organizations [21]. Major milestones for this 
journey are the core papers by Google in 2003 and their 
following establishment of a commercial service via Amazon 
EC2 in 2006 [22]. Now, it is not only cost-saving purposes 
behind cloud computing, it has gained hype as a means of 
making money, too. The article goes further to examine the 
concept, the evolution, pros and cons, the value chain and 
some of the standardization initiatives made on their way. 
 
This study elaborates on the application of cloud computing 
technology to organizations and illustrated in the case studies 
in order to appreciate the technological innovations and salient 
features of the technology [23]. Furthermore, it speaks on the 
kinds of challenges in security and intrusion detection systems 
facing the field now and what could be future research 
directions on challenges posed to cloud adoption in business 
environments [24]. Clouds have practically served and become 
generally accepted by industries, individuals and society in 
general since 2019. In all probability due to low cost and an 
on-demand consideration [25], security has become such a 
major problem as it has challenged all the three layers of 
security-the IaaS, PaaS and SaaS levels-all through the year 
2020. This particular research attempts to furnish a synopsis of 
security in clouds within the previous 10 years. However, the 
research is inherently restricted by the climate of rapid 
technology advancement as related to clouds and challenges in 
addressing increasing security concerns over time [26]. A mass 
of data generated by IIoT cannot be handled by IIoT devices 
because of power and storage issues [27]. Self-organization 
and short-range IoT networking power a solution where cloud 
computing can be used for storing data outside some 
constraints of the device. This research is focused on hitches 
and algorithms that seamlessly integrate IoT with cloud 
computing focusing on the efficiency of cloud solutions and 
new forms of semi-structured storage[28]. 

The implementation of newly established algorithms, such as 
anomaly and cluster-based algorithms, is presented for 
analyzing streams of IoT events to detect possible undesired 
activities[29]. The training involved improving fraud detection 
based on supervised and unsupervised learning models using 
previous historical transaction data. Credibility was bolstered 
through adaptive retraining methods and automatic responses 
to fraud events[30]. Challenges found include bad quality data, 
computational complexity, and the highly dynamic shift in the 
fraud environment, which significantly affects the capability of 
detecting fraud. A service-oriented architecture was developed 
for the system to run on a Hadoop-managed server cluster, 
providing both processing power and data storage[31]. This 
system efficiently manages educational resources for remote 
learning within large datasets and high concurrency. Stress 
tests have proven that the platform can reliably support a 
multitude of simultaneous users and numerous data 
transactions during heavy loads. 
 
The hybrid IoT-integrated framework, combining edge AI and 
cloud computing, has recently been proven to be an intelligent 
solution for processing health data. The research focuses on 
data sharing security, reduced latency, and improved process 
quality for decision-making purposes. Advanced AI models 
like Random Forest classifiers, Transformer Networks, and 
Temporal Convolutional Networks were used in this model. 
Distributed processing across the system was enabled through 
cloud computing, cloudlet, and edge layers. Real-time stream 
analytics is performed using Apache Flink, while secure 
information exchange is ensured through blockchain 
technology. However, some limitations of this work include 
high computation costs, integration issues, and bottlenecks in 
large-scale data processing. An approach was also suggested 
for narrowing down IoT security using critical node 
identification, invasive assessments, security measures, and 
performance impact analyses. One such approach involved 
quantification in assessing vital IoT system components after 
vulnerability assessments. An intrusion detection system was 
recommended, along with a variety of encryption tools, access 
control methodologies, and frequent security audits to assess 
the sensitivity of each method in overall IoT system security. 
 
Problem Statement 
 
Most existing systems perform well; however, dynamic and 
adaptive access control mechanisms are largely absent, thus 
leading to unauthorized access and possible insider threats[32]. 
In addition, poor key management practices, using stagnant or 
often reused cryptographic keys, give rise to brute-force and 
replay attacks on encryptions[33]. This set of challenges 
exposes sensitive health data to security threats comprising 
both confidentiality and integrity. The proposed work will 
solve these issues through strict access control, efficient key 
management and end-to-end encryption for secure cloud-based 
health data management. 
 
METHODOLOGIES 
 
This process initiates with data collection within different 
health facilities where the patient data which includes medical 
history and test results is aggregated. The cryptographic key is 
generated using HKDF (HMAC-based Key Derivation 
Function), thereby ensuring efficient key management. The 
collected data are encrypted using the Advanced Encryption 
Standard-Galois/Counter Mode to ensure confidentiality and 
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authentication tag, which is used later for integrity verification. 
For decryption, the recipient will use the same key and nonce 
to obtain original data and check its authenticity by the tag. 
AES-GCM provides authenticated encryption that can protect 
from manipulation, replay attacks, and unauthorized access. 
Efficient, secure, and great for healthcare data transmission 
and secure storage within a cloud environment. 
 
AES-GCM encrypts the plaintext P using a secret key K and a 
nonce (IV) N, producing ciphertext C and an authentication 
tagT and it’s represented as equation (4), 
 
C, T ൌ AES െ GCM െ EncryptሺK, N, P, Aሻ            (4) 
 
Where, C ൌ Encrypted ciphertext, T ൌ Authentication tag, K ൌ 
Secret key derived from HKDF, N ൌ Nonce (Initialization 
Vector), P ൌ Plaintext data, A ൌ Additional authenticated data 
(AAD) for integrity verification 
 
Decryption retrieves the original plaintext P using the same 
secret key K, nonce N, and authentication tag T. If the integrity 
check fails, decryption is rejected. Also, it’s represented as 
equation (5), 
 
P ൌ AES െ GCM െ DecryptሺK, N, C, A, Tሻ            (5) 
 
AES-GCM uses a Galois Counter Mode (GCM), an encryption 
mode that combines authentication so that data will be kept 
confidential and protected from modification. The nonce N 
ensures the uniqueness of encryption each time performed to 
guard against replay attacks. The authentication tag T indicates 
that the integrity of the data is guaranteed and verifies that the 
ciphertext has not been modified. The additional authenticated 
data (AAD) A is optional metadata. Its processing ensures that 
headers or specific user identifiers are authenticated along with 
the encrypted message. If T does not match at decryption time, 
the data will be considered compromised and decryption will 
not take place. This approach guarantees that healthcare data 
remains secure during transmission and storage, protecting 
against eavesdropping, unauthorized modifications, and replay 
attacks. 
 
Cloud Storage 
 
After the AES-GCM encryption, the data is secured and stored 
in the cloud to ensure access and secrecy. The data, encrypted 
along with its corresponding authentication tag, would be 
uploaded to prevent any unauthorized access. Indeed, the 
incredible architecture of the cloud allows for extensive 
scalability in the storage of data and also helps in managing 
large volumes of sensitive healthcare data. Access control 
models implement authentication as well as authorization 
policies that provide an avenue for verified users to access and 
decrypt data[42]. The secure transport layer will also facilitate 
the secure transfer of data between the cloud and authorized 
entities. Therefore, this guarantees integrity, confidentiality 
and compliance towards security standards at whole. 
 
Authentication 
 
Only those users who are authorized can be permitted to access 
the encrypted data stored in the cloud. To access the 
information, the user must authenticate themselves through one 
of the identity-based authentication mechanisms such as ZTA 
for access requests[43]. Requiring multi-factor authentication 

(MFA) and dynamic verification ensures that unauthorized 
individuals gain entry. Once authentication is successful, the 
system opens it up for usage of the data as per the access 
control policies strictly defined. It safeguards from 
unauthorized misuse and data leakage and is strengthened 
through secure session management, which prevents reuse or 
misassignment of authentication credentials. 
 
Secure Access & Data Sharing 
 
After a successful verification, the verified access control 
mechanism will ensure that only an authorized individual has 
the privilege of accessing or processing an encrypted data 
object. Role and policy-based access control RBAC/PBAC 
prevents user access according to roles. For instance, doctors, 
nurses and insurance providers should have access only to the 
data relevant to their practice. To further this secrecy, the 
secure computation enabled by multiparty computation has 
permitted a number of users to carry out computations by 
working on encrypted data without reducing it, thus preserving 
the medical information integrity while enabling secure 
collaborative analysis. Only the end result would be available, 
hence avoiding exposure of the data during processing. That 
means keeping most sensitive medical information private 
while enabling safe collaborative medical decision making 
legalized and compliant with laws. 
 
Access control and secure data sharing are enforced using 
RBAC and Secure Multi-Party Computation (SMPC). The 
mathematical representation ensures that only authorized users 
can access or compute on encrypted data without revealing 
sensitive information 
 
Access to data is granted based on user roles is represented as 
equation (6), 
 

AccessሺU, Rሻ ൌ ቊ
1,  if U ∈ Ranthorized 

0,  otherwise 
            (6) 

 
Where,U ൌ User requesting access, Rauthorixed ൌ Set of 
authorized roles (e.g., Doctor, Nurse, Insurance Provider), 
Access ሺU, Rሻ െ 1 → Access granted, Access ሺU, Rሻ െ 0 → 
Access denied. Only verified users matching the authorized 
role set can access data. Unauthorized users are denied access, 
ensuring data confidentiality [44]. 
 
SMPC enables multiple parties to compute on encrypted data 
without decrypting it. Given N participants, each party P୧ holds 
a secret share S୧is expressed as equation (7), 
 
S െ Sଵ ൅ Sଶ ൅ ⋯൅ S୒ ሺmodpሻ             (7) 
 
Where, S ൌ Original encrypted data, S୧ ൌ Secret share 
assigned to participant i, N ൌ Number of computing parties, 
p ൌ Large prime modulus for secure computations. 
 
Computing a function fሺSሻ securely is represented as equation 
(8), 
 
fሺSሻ െ fሺSଵሻ ൅ fሺSଶሻ ൅ ⋯൅ fሺS୒ሻ ሺmodpሻ           (8) 
 
Each party P୧ only sees its own share S୧, never the full data S. 
The function fሺSሻ is computed without revealing individual 
inputs, ensuring privacy. Only the final computed result is 
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MB files, and that time spent uploading to the cloud increases 
from 2.0 sec to 30.0 sec. Security strength evaluation confirms 
that increasing the key size enhances security, with security 
strength rising from 60% (128-bit) to 99.5% (1024-bit), 
reinforcing the system’s resilience. This shows that network 
plays a role in the transmission of data in the system. However, 
there is a trade-off between the two. The balance is achieved 
with the least overhead in encryption while ensuring control of 
access and data protection. This, therefore, means that data is 
preserved from being accessed by unauthorized parties through 
adaptive authentication[49]. It also accounts for privacy-
preserving collaborative processing. This makes it compliant 
with healthcare law. This, therefore, measures in the scalable 
and safe solution towards adopting healthcare applications. 
Future work will be concerned with the implementation of 
blockchain technology to provide decentralized and tamper-
proof access control such that it guarantees transparency and 
immutability to healthcare data access. 
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