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Abstract

With the growing concern over children's safety online, understanding the effectiveness of parental mediation strategies through reliable
questionnaires is crucial. This scoping review article examines the landscape of questionnaires designed to assess parental protection against
children's problematic internet use, a critical area of research in the digital age. It aims to consolidate knowledge on developing, validating, and
applying these questionnaires, identifying three key themes: theoretical foundations, validation processes, and real-world effectiveness. The
review underscores the complexity of digital parenting, evidenced by the diverse theoretical frameworks that inform questionnaire development.
It emphasises the importance of rigorous validation efforts to ensure these tools' reliability across various demographics, enabling a nuanced
understanding of parental mediation strategies. Furthermore, the review demonstrates the practical utility of these questionnaires in enhancing
children’s online safety, reflecting on their role in guiding research, interventions, and policy-making. In conclusion, this review emphasises the
vital role of well-designed questionnaires in advancing research on parental protection strategies against children’s problematic internet use. It
calls for ongoing efforts to refine these instruments to keep pace with the rapidly evolving digital environment, ensuring they remain relevant and
effective in guiding interventions and policy-making to safeguard children’s online experiences. This work contributes to the academic
understanding of digital parenting and offers practical insights for developing targeted, evidence-based approaches to enhance online safety for
children.
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INTRODUCTION

In the digital age, children are increasingly exposed to
the vast expanses of the internet, which, while offering
immense learning and social opportunities, also presents
significant risks to their safety and well-being (Hayes et
al, 2022; Oli, 2023). The complex nature of the online
world, with its myriad of social platforms, applications,
and content, necessitates a nuanced understanding of
how parents can effectively protect their children from
the potential dangers they may encounter. This necessity
has led to various questionnaires to assess parental
protection strategies against children's problematic
internet use (Ismail er al., 2020; Y.-H. & S.S.F., 2013).
These tools seek to measure the efficacy of parental
mediation, the strategies employed to monitor and guide
children's internet activities, and their impact on
children's online safety and behaviour. This scoping
review aims to comprehensively examine the existing
literature on questionnaires designed to assess parental
protection against children's problematic internet use. By
identifying and synthesising key themes from the
research, this article aims to highlight the theoretical
underpinnings that guide the development of these
questionnaires, the processes involved in their validation,
and their effectiveness in practical applications.

*Corresponding Author: Siti Khadijah YUSOF AZUDDIN,
Department of Social and Preventative Medicine, Faculty of
Medicine, Universiti Malaya, 50603 Kuala Lumpur, Malaysia.

Through this analysis, the review offers insights into the
complex dynamics of digital parenting and the role of
parental mediation in safeguarding children online. The
increasing ubiquity of the internet in children's lives has
underscored the critical role of parental mediation in
navigating online safety challenges (Ren & Zhu, 2022;
Wahyuningrum et al., 2020; Zhao et al, 2023). This
scoping review sheds light on the valuable contributions
of questionnaires designed to assess parental protection
strategies, emphasising their importance in advancing our
understanding of digital parenting. By examining these
tools' theoretical development, validation, and
effectiveness, this article contributes to the ongoing
discourse on enhancing children's online safety,
advocating for the continuous improvement and
adaptation of these instruments in response to the
evolving digital landscape.

Review Questions

e What are the theoretical frameworks underpinning the
development of the existing questionnaires?

e What are the validation processes for the questionnaires?

e What is the effectiveness of the questionnaires in predicting
parental protection behaviour outcomes?

METHODOLOGY

This scoping review followed the JBI Scoping Review
Methodology Group's guidelines to systematically explore
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existing questionnaires that assess parental protection against
children's problematic internet use. The review was conducted
in five stages: identifying the research question, relevant
studies, study selection, charting the data, and collating,
summarising, and reporting the results. Firstly, three research
questions were defined to guide the review (as listed in Section
2). A comprehensive search strategy was employed to identify
relevant studies, utilising SCOPUS as the primary database
due to its extensive coverage of peer-reviewed literature across
various disciplines. The search terms included combinations of
keywords such as "parental protection", "internet", and
"questionnaire". For each keyword, similar phrases were
identified in dictionaries, thesauri, encyclopedias, and
previous research. A search string was created in
combination with Medical Subject Headings (MeSH) once
all relevant phrases had been determined (Table 1).

Table 1. Search string

TITLE-ABS-KEY

(( internet OR online OR cyber OR digital OR web ) AND

( "parental protecti* bahavi*" OR "parental

mediation" OR "parental protection" OR "parental

monitoring" OR "parental restriction" OR "parental control" )
AND ( questionnaire OR scale OR measure OR tool OR survey )

Search
String

The search was limited exclusively to articles published in
English at the final publication stage. Only research articles
(literature type) were chosen as they are the primary source of
practical information. This study excluded publications in
systematic reviews, meta-analyses, meta-synthesis, book
series, book chapters, and conference proceedings. The chosen
schedule was ten years, including articles from 2014 to 2023.
During the study selection phase, two reviewers independently
screened the retrieved articles' titles and abstracts to assess
their relevance based on the inclusion criteria. Full-text articles
of potentially relevant studies were then obtained and reviewed
for eligibility. Discrepancies between reviewers were resolved
through discussion, and a third reviewer was consulted if
necessary. Data extraction was performed using a standardised
charting form, capturing details such as the study's aim,
methodology, sample characteristics, questionnaire design,
validation processes, and key findings. The extracted data were
collated and summarised to answer the outlined research
questions. The results were synthesised narratively, providing
a comprehensive overview of the current state of
questionnaires on parental protection against children's PIU.

REVIEW OF STUDY

Theoretical Frameworks Underpinning Questionnaire

Development:

In the burgeoning field of research concerning parental
protection against children’s PIU, a wide array of theoretical
frameworks has been harnessed to dissect and understand the
complex interactions between parental mediation strategies and
children's online behaviours. These theories, drawn from
diverse psychological and sociological traditions, offer a
nuanced lens through which to assess and enhance the efficacy
of parental interventions. The Theory of Planned Behaviour
(TPB) and its variations were prominently featured in several
studies, indicating its broad applicability in understanding
online behaviours. For instance, Wang et al. (2017)
manipulated subjective norms within the TPB framework to
explore the decision-making process among Chinese

adolescents when choosing between online gaming and
homework, highlighting the roles of peer support and parental
monitoring (Wang et al., 2017). Similarly, Alotaibi (2013)
applied TPB to examine intentions towards cyberbullying
among Saudi students, focusing on attitudes, normative beliefs,
subjective norms, and perceived behavioural control (Figure 1)
(Alotaibi, 2019). These studies underscore the TPB's utility in
predicting online behaviour intentions, providing insights into
how attitudes, perceived social pressures, and perceived
control influence children's online activities and their
susceptibility to risks like cyberbullying.
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Fig. 1. Proposed model by Alotaibi (Alotaibi, 2019)

Protection Motivation Theory (PMT) also serves as a critical
theoretical foundation in this research domain. Boniel-Nissim
et al. (2019) investigated parental mediation strategies
regarding children's pornography exposure through the lens of
PMT, emphasising the role of threat and coping appraisals in
influencing parental actions (Boniel-Nissim ez al, 2020).
Hwang et al. (2017) similarly used PMT to predict parental
mediation of children's smartphone use, focusing on parents'
threat perceptions and efficacy perceptions (Hwang et al.,
2017). These applications of PMT illustrate how understanding
parents' motivations to protect their children can guide the
development of effective mediation strategies. Other theories,
such as the Theory of Reasoned Action, Self-Determination
Theory, and Social Learning Theory, further enrich the
theoretical landscape of this research area. Alrusaini and
Beyari (2022) combined the Theory of Reasoned Action and
the Theory of Planned Behaviour to investigate the impact of
artificial intelligence and parental control on child behaviour,
emphasising the importance of parental and technological
interventions (Alrusaini & Beyari, 2022). The Self-
Determination Theory, explored by Geng et al., and Social
Learning Theory, applied by Low & Espelage, further
elaborate on the psychological and social learning aspects
influencing cyberbullying and distinguishing between cyber
and non-physical bullying (Geng et al., 2022; Low &Espelage,
2013). This diversity of theoretical approaches highlights the
complex interplay between individual, social, and
technological factors in shaping children's online behaviours
and parents' strategies to safeguard them. Communication
theories are pivotal in understanding the dynamics of family
interactions concerning online safety, as evidenced by
Rutkowski et al., who delved into the differing perceptions of
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parents and teens regarding online safety communication
(Rutkowski er al, 2021). This study underscored the
significance of active mediation, technical monitoring, and the
perceived positive effect of teens in enhancing family
communication about online safety, illustrating the complex
interplay between technological savvy and emotional
intelligence in navigating online risks. The application of
Information System theories by Al-Naim & Hasan elucidates
how effort expectancy, performance expectancy, and perceived
severity to understand Saudi parents' intention to use technical
mediation tools for regulating children's internet use (Al-Naim
& Hasan, 2018). The incorporation of Bourdieu’s theory of
social capital by Nikken & Opree and the Routine Activity
Theory by Wachs ef al. adds another layer of depth to our
understanding, focusing on the social and environmental
factors that contribute to the development of online behaviours
(Nikken &Opree, 2018; Wachs et al., 2020). These theories
help to explain the socio-economic disparities in parental
mediation concerns and competencies, as well as the factors
predicting cyber grooming victimization among adolescents.

In addition, studies like those of Ho et al, Delés, and Tan
utilise the Theory of Reasoned Action, Parental Mediation
Theory, and theories of framing and attribution to dissect the
complex interplay between societal norms, parental influence,
and media representation in shaping behaviours and
perceptions related to cyberbullying and internet use (Delés,
2022; Ho et al., 2017; Tan, 2022). Lastly, the integration of
theories such as the Stress-Strain-Outcome (SSO) model,
Attachment Theory, Flow Theory, and the Technology
Acceptance Model in the works of Dhir ef al., Venkatesh et al.,
Qin, Musetti & Omar, and Stewart, Brodowsky &
Sciglimpaglia, respectively, underscores the multifaceted and
interdisciplinary nature of research in this domain (Dhir ef al.,
2019; Qin et al., 2023; Stewart et al., 2022; Venkatesh et al.,
2019). These studies contribute to a nuanced understanding of
the antecedents and consequences of social media fatigue, the
impact of children's internet addiction on parental job
outcomes, the allure of problematic TikTok use, and the
factors driving the adoption of internet monitoring software.
These theoretical applications provide a comprehensive
framework for investigating parental protection behaviours
against children's problematic internet use, highlighting the
complexity of factors influencing parental mediation and the
necessity for multifaceted interventions.

Questionnaire Validation

The validation of questionnaires addressing parental protection
against children's PIU forms a critical component of
contemporary research, aiming to accurately assess and
understand the nuances of parental mediation in the digital
realm. This theme encompasses the development and
psychometric evaluation of various instruments designed to
measure different dimensions of parental engagement and
control over their children's Internet use. A significant
contribution to this area comes from the work of Dhir and
Khalil, who developed the Internet Parenting Scale. Their
research meticulously validates a 10-item scale measuring four
types of Internet parenting styles: parental encouragement,
permission, worry, and monitoring. The scale underwent a
rigorous 3-stage investigation, demonstrating stable factorial
structure, instrument validity, and reliability over time
(Cronbach’s alpha (o) and Composite reliability (CR) values
>.70), highlighting its applicability across diverse demographic

settings, particularly in developing countries like India (Dhir &
Khalil, 2018). Parallel to this, Wartberg et al. adapted the
Young Diagnostic Questionnaire into a parental version
(PYDQ) specifically for assessing adolescent problematic
Internet use from the parents' perspective (Table 2) (Wartberg
et al, 2016). Their study validated the PYDQ within a
representative German sample, confirming its excellent
psychometric properties and establishing it as a suitable
instrument for parental assessment of adolescent Internet use
behaviours (normed y* index (x° /df=1.65), root mean square
error of approximation (RMSEA=0.03), the weighted root
mean square residual (WRMR=(.78), the Comparative Fit
Index (CFI=0.99), Tucker-Lewis Index (TLI=0.99),a = .70).
This adaptation underscores the importance of providing
parents with reliable tools for recognising and addressing
problematic Internet use among adolescents.

Adding to the spectrum of validated instruments, Vaiopoulou
et al. introduced the ETEA-2 scale to evaluate early childhood
educational apps on dimensions including security and parental
control (Vaiopoulou et al., 2023). Their validation process,
involving pre-service early childhood teachers, resulted in a
nuanced classification of apps that can guide parental and
educator choices in selecting safe and appropriate digital
resources for young learners. Li et al validated the
Problematic Internet Use Questionnaire-Short Form (PIUQ-
SF) among non-Latinx black and Latinx youth (Li et al,
2019). Their work extended the instrument's applicability and
confirmed its reliability and construct validity in these
populations (x* (24) = 36.75, p = 0.05, RMSEA = 0.048, CFI =
0.98, TLI = 0.97, SRMR = 0.042, a. = .81), emphasising the
role of parental monitoring in curbing problematic Internet use
among minority youth.

The study by Zhu et al. on parental control and adolescent
Internet addiction and the moderating effect of parent-child
relationships brings to light the complex dynamics influencing
Internet addiction (Zhu et al., 2023). Their findings on the
predictive role of behavioural and psychological parental
controls, moderated by the parent-child relationship quality,
contribute valuable insights into effective parental strategies
against internet addiction. Navarro et al. developed and
validated the Digital Parental Mediation Attitudes Scale
(DPMAS), revealing parents' diverse attitudes towards digital
technology mediation (Navarro et al., 2023). Their bifactor
model differentiates general parenting attitudes from digital-
specific strategies, providing a comprehensive framework for
understanding parental mediation in the age of digital
technology. Gervilla-Garcia et al.'s Parental Mediation Scale
for ICTs and Rodriguez-de-Dios et al.'s investigation into the
relationship between parental mediation, adolescents' digital
skills, online risks, and opportunities contribute significantly to
the validation of tools measuring parental mediation's effects
on children's online experiences (Gervilla-Garcia et al., 2023;
Rodriguez-de-Dios ef al., 2018). Research by Dhir, examining
the avoidance of Facebook photo tagging among young people
(= 587.50, df = 264, y*/df = 2.23, CFI = .92, TLI = 91,
RMSEA = .06), and studies by Alvarez-Garcia et al., analysing
the effects of parental control on cyber-victimization and high-
risk internet behaviours (o = 0.79), contribute to a deeper
understanding of the factors influencing adolescents' online
behaviour and the potential consequences of various forms of
parental control and mediation (alvarez-Garcia et al., 2019;
Dhir, 2017).
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Table 2. Items, response distributions, and standardised factor loadings for the Parental version of the Young Diagnostic
Questionnaire (PYDQ) in a representative sample of parents of adolescents aged 12—17 years

Standardized
factor loadings

Relative response
frequencies (%)

No/Yes
Item 1  Does your child feel preoccupied with the Internet (think about previous online 80.6 0.61
activity or anticipate next online session)? 19.4
Item 2 Does your child feel the need to use the Internet with increasing amounts of time in 87.9 0.77
order to achieve satisfaction? 12.1
Item 3  Has your child repeatedly made unsuccessful efforts to control, cut back, or stop 89.5 0.60
Internet use? 10.5
Item 4  Does your child feel restless, moody, depressed, or irritable when attempting to cut 77.1 0.75
down or stop Internet use? 229
Item 5  Does your child stay online longer than originally intended? 49.8 0.65
50.2
Item 6  Has your child jeopardized or risked the loss of a significant relationship, job, 92.4 0.67
educational, or career opportunity because of the Internet? 7.6
Item 7  Has your child lied to family members, a therapist, or others to conceal the extent of 843 0.66
involvement with the Internet? 15.7
Item 8  Does your child use the Internet as a way of escaping from problems or of relieving 87.6 0.65
a dysphoric mood (e.g., feelings of helplessness, guilt, anxiety, depression)? 12.4
Table 3. Zero-order correlations between variables (Shin & Kang, 2015)
1 2 3 4 5 6 7 8 9 10
1 Time spent on the Internet 1
2 Playing online games with others 24" 1
3 Visiting social networking sites 29" 11 1
4, Chatting with people online 20" 17" 38" 1
5, Restrictive mediation -20" .00 -7 02 1
6. Instructive mediation -10" -.06 -.03 -.03 307 1
7. Adolescents' disclosure to parents 01 —12" -02 -05 18" 30" 1
8. Privacy concerns .00 -.02 .09 1" .06 .05 16" 1
9, Willingness to disclose PII 12 05 19" .06 -09" -1 -03 .03 1
10. Actual information disclosure 16" 217 .08 13" 09" -10" .05 .00 18" 1

*p < .05, "'p <.01 (2-tailed).

These studies illustrate the meticulous efforts to validate
questionnaires that measure various aspects of parental
protection against children's problematic internet use. The
development and validation of these instruments are crucial for
accurately capturing the complex phenomena of digital
parenting, offering valuable insights for researchers,
practitioners, and policymakers aiming to support families in
navigating the challenges of the digital environment.

Effectiveness of Questionnaires in Predicting Parental
Protection Behaviour Outcomes

The effectiveness of questionnaires designed to assess parental
protection against children's PIU is a wvital area of
investigation, shedding light on how parental strategies and
socioeconomic factors influence online safety and risk
behaviours. This theme encompasses studies exploring family
communication dynamics, parental mediation strategies, and
the broader family environment's impact on children's online
behaviours. Pir et al.'s study emphasises the relationship
between parents' socioeconomic standards and children's
online safety in Bangladesh, revealing that children from high-
income families are more exposed to online safety issues due
to greater internet access and less parental monitoring (Pir et
al., 2023). This underscores the nuanced impact of
socioeconomic factors on online safety and highlights the
questionnaire's effectiveness in identifying vulnerabilities
based on family income levels. Similarly, Rutkowski et al.,
Steinfeld and Rodriguez-de-Dios et al. research contribute to
understanding the communication gap between parents and
teens regarding online safety (Rodriguez-de-Dios et al., 2018;

Rutkowski et al., 2021; Steinfeld, 2021). Steinfeld's model
predicts 15-23% of the variance (F = 4.69-8.47, p < .001, R* =
.15-.23), while Rodriguez-de-Dios et al.'s model predicts 58%
of the explained variance. Their findings suggest that active
mediation and monitoring, when properly applied, enhance
family communication and reduce risky adolescent behaviour,
thereby proving the effectiveness of questionnaires in
capturing the complexity of family dynamics and their impact
on children's online safety.

Chng et al. and Chen et al. further explore the moderating
effects of the family environment on the relationship between
parental mediation strategies and pathological internet use
among youths (Chen et al, 2021; Chng et al., 2015). Their
studies reveal that the broader family environment, including
parent-child  attachment and family communication,
significantly influences the effectiveness of parental mediation
strategies. The Homer—Lemeshow test statistic was not
statistically significant at 0.43 in Chng et al's model,
indicating that the models achieved good fit. Explained
variance (Nagelkerke’s R”) in Chng et al.'s model was 11%
while in Chen et al's model was 11-34%. These findings
highlight the questionnaires' ability to discern the nuanced
relationships between parental strategies and children's online
behaviours within different family contexts. Lester et al., Ren
et al., and Harms et al. delve into the implications of parental
monitoring and mediation on adolescent internet use,
suggesting that a combination of restrictive and active
mediation strategies tailored to the family's specific
circumstances is most effective in promoting online safety
(Harms et al., 2022; Lester et al., 2015; Ren & Zhu, 2022).
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These studies underscore the questionnaires' utility in
evaluating the impact of varied parental mediation strategies
on children's online engagement and risk behaviours.
Reginasari et al. and Shin et al. focus on the role of parental
mediation in shaping adolescents' privacy concerns and
information disclosure online (Reginasari, Afiatin, & Patria,
2021; Shin & Kang, 2015). Their research indicates that
parental mediation, particularly instructive parental mediation
based on open communication, effectively enhances
adolescents' online privacy concerns and reduces information
disclosure. Disclosure to parents was positively related to both
instructive (R = .30, p < .01) and restrictive mediation (R =
.18, p < .01) (Table 3). The correlation between adolescents'
disclosure and instructive mediation was significantly different
from that between adolescents' disclosure and restrictive
mediation (z = 2.36, p < .05) (Shin & Kang, 2015). These
findings affirm questionnaires' effectiveness in capturing
parental mediation's influence on adolescents' online privacy
behaviours. Radanielina-Hita, Biernesser et al., and Thoma
provide insights into the protective role of effective parental
mediation against objectionable content and its association
with emerging adults' sexual attitudes and behaviours,
adolescents' depression, and HIV-related sexual risk
behaviours among young men who have sex with men
(YMSM) (Biernesser et al., 2020; Radanielina-Hita, 2015;
Thoma, 2017). Their work highlights the questionnaires'
effectiveness in identifying the protective factors and potential
risks associated with various forms of parental mediation.
Overall, these studies collectively demonstrate the
effectiveness of questionnaires in assessing parental protection
against children's problematic internet use. They reveal how
parental strategies, socioeconomic factors, and the broader
family environment influence children's online safety, risk
behaviours, and the development of healthy online habits.

Conclusion

This scoping review has explored the development, validation,
and effectiveness of questionnaires designed to assess parental
protection against children's problematic internet use. Through
a meticulous examination of diverse studies, three main themes
emerged: the theoretical underpinnings of the questionnaires,
their validation processes, and their effectiveness in real-world
settings. The development of these questionnaires is deeply
rooted in various theoretical frameworks, including the Theory
of Planned Behaviour (TPB), Protection Motivation Theory
(PMT), Theory of Reasoned Action, Self-Determination
Theory, Social Learning Theory, communication theories,
information system theories, and social, behavioural theories,
highlighting the complexity of digital parenting and the
multifaceted nature of internet use among children and
adolescents. These theoretical foundations underscore the
importance of understanding not just the direct actions of
parental mediation but also the broader socio-economic,
psychological, and technological contexts that influence
children's online safety and behaviours (Liu & Wu, 2023;
Ramos et al., 2023). The process of questionnaire validation
revealed a rigorous effort to ensure reliability, validity, and
applicability across different demographics and cultural
settings. Studies like those of Dhir and Khalil, Wartberg et al.,
and Vaiopoulou et al. have demonstrated the robustness of
these tools in capturing the nuances of internet parenting
styles, the effectiveness of parental mediation strategies, and
the assessment of educational app security (Dhir & Khalil,
2018; Vaiopoulou et al., 2023; Wartberg et al., 2016). These

validation efforts are crucial for developing interventions and
policies that are evidence-based and tailored to the needs of
diverse families (Amon et al., 2022; Bartau-Rojas et al., 2018).
Finally, the effectiveness of these questionnaires in real-world
applications has been demonstrated through studies focusing
on the impact of parental mediation strategies within the
family environment, the role of socioeconomic factors, and the
dynamics of family communication on children's online safety
and risk behaviours. Findings from studies by Pir et al,
Rutkowski ef al., and Chng et al.,, among others, highlight the
critical role of active and restrictive mediation, the significance
of the broader family environment, and the influence of
parental  socioeconomic status on children's online
experiences(Chng et al., 2015; Pir et al.,, 2023; Rutkowski et
al., 2021). These insights are invaluable for developing
targeted parental guidance, educational programs, and policy-
making to enhance children's online safety(Pereira, 2016;
Reginasari, Afiatin, & Akhtar, 2021). In conclusion, this
scoping review underscores the critical role of questionnaires
in advancing our understanding of parental protection against
children's problematic internet use. These questionnaires'
theoretical depth, methodological rigour, and practical insights
offer a solid foundation for future research, intervention
development, and policy formulation. As the digital landscape
continues to evolve, ongoing efforts to refine and adapt these
tools to emerging challenges will be essential for safeguarding
children's online experiences and promoting their well-being in
the digital age.
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